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ABSTRACT

The ambiguous processes of Social Networking Sites (SNSs), particularly
Facebook, in personalizing targeted advertisements have caused privacy
concerns. With the youth being Facebook’s primary advertising audience in the
Philippines, the study inquired how their privacy considerations impacted their
interactions with targeted advertisements. This was guided by integrating the
study’s variables into Petronio’s (2002) Communication Privacy Management
Theory.

Accordingly, the study theorized that young Filipino Facebook users’ prior
experiences with targeted advertisements on SNSs—namely Negative Prior
Experiences (NPE) and Positive Prior Experiences (PPE)—affect their online
privacy disposition composed of General Privacy Concerns (GPC) with SNSs
and Institutional Trust (IT) in Facebook as a data-collecting firm. The study
then conceptualized that the shifts in privacy disposition would influence Click-
Through Intention in targeted advertisements on Facebook. Thus, the study
utilized secondary data from a one-shot online survey administered to a volunteer
sample of 789 young Filipino Facebook users who had encountered at least one
targeted advertisement on Facebook.

Both types of prior experiences were discovered to influence privacy
disposition, albeit NPE was more impactful on both GPC and IT. However, there
were differences in the associations between privacy disposition and Click-
Through Intention between the two groups of respondents. Those who have
clicked on targeted advertisements before intend to click again regardless of
GPCs and with motivation of their IT, while those who have not will only click
due to their GPCs but may click due to their IT. Thus, the study shows that those
with more experience with targeted advertisements on Facebook are more likely
to find personalization useful. Moreover, they are more likely to have perceived
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trust-building cues for Facebook, similar to collectivists, who provide insight
into Filipino privacy orientation. Hence, this study offers a snapshot of young
Filipino Facebook users’ targeted advertisement engagement and demonstrates
their need for privacy management education.

Keywords: Privacy, Prior Experiences, Young Filipino Facebook Users, Targeted
Advertisements, Communication Privacy Management Theory

3] e Alvarez et al.



The PCS Review 2024

Introduction

The development of information technology has caused the ubiquity of
targeted advertising. Targeted advertising is defined as methods that deliver
individually catered advertisements based on the website’s content, user’s
location, browsing history, demographics, and other available information
(Farahat & Bailey, 2012). The vast amount of information online demands the
monetization of specific data to cultivate higher interest and purchase intention,
which requires an intensive collection of users’ data (Farahat & Bailey, 2012;
Meta, 2023).

However, the shadowy processes implemented by Social Networking Sites
(SNSs) to “capture, store, aggregate, redistribute, and use data from individual
users” (Houghton & Joinson, 2010, p. 77) have caused privacy violations. These
stem from the misalignment of privacy policies of SNSs, how SNSs extract data,
and the privacy preferences of users (Banerjee et al., 2011). Facebook remains
the foremost example of when SNSs invade user privacy to curate targeted
advertisements to its users due to the Cambridge Analytica data breach, which
extracted the raw data of 87 million Facebook profiles for Trump’s campaign,
causing increased doubt on privacy regarding targeted ads (Rotter, 2018). Recent
developments in Facebook’s data policy show that its framing only addresses the
data collected and not its methods (Boatwright & White, 2020). This vagueness
results in the behavioral dichotomy of Facebook users who either condemn
targeted ads due to surveillance or expect an algorithmic system that orchestrates
their desires and needs on the interface (Ruckenstein & Granroth, 2020).

Prior experiences may determine a user’s behavior toward an ad, such
as ad engagement and ad avoidance (Rosengren & Dahlén, 2015). Negative
experiences, such as experiences of ads misleading, exaggerating, and leading
to unbecoming sites, and even the expectation of negative experiences when
engaging with ads are antecedents to ad avoidance (Kelly et al., 2010). Conversely,
ad personalization likely generates positive experiences by offering users
hedonic, informational, and economic benefits, leading to ad engagement (Youn
& Kim, 2019). Accordingly, users’ experiences may reflect on whether or not they
click on targeted ads. Scholars discussed how users are aware that clicking on
an ad online reveals their preferences to the data-collecting medium and thus
engage with targeted ads accordingly (Wang et al., 2015), as it may increase ad
personalization (Aguirre et al., 2015). As opposed to covert methods of gathering
the users’ data (e.g., online behaviors, preferences), clicking on ads can be seen as
deliberate user action. If users perceive online links as unsafe privacy-wise, they
may choose not to click these ads.
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Facebook users willingly trade personal information for benefits (e.g.,
services, discounts), making it a profitable marketing approach (Strycharz et al,,
2019). Notably, Filipino youth aged 18 to 24 in the Philippines are the primary
advertising audience on Meta platforms (Statista, 2023a). High exposure to
SNS ads increases the likelihood of youth ad engagement and disclosure of
personal information. On Facebook, the youth has displayed limited involvement
in negotiating privacy controls (De Wolf et al., 2014) and prioritized content
personalization over data privacy (Alvarez et al., 2022). Despite being aware of
potential privacy violations, they still engage with targeted ads on Facebook to
get product information (Youn & Shin, 2019; Zarouali et al., 2018).

Research Focus

With all the implications of the nature of targeted ads on SNSs and the
possihility of young Filipino Facebook users’ receptiveness to targeted ads, the
study inquires into how these users receive targeted ads as manifest through
clicking in response to their privacy disposition determined by their experiences
with targeted ads. Specifically, the study inquires: How does prior experience
with targeted advertisements in SNSs influence young Filipino Facebook users’
intention to click on Facebook-targeted advertisements?

To explore this question, the study is guided by the following objectives:

1. Determine the respondents’ prior experience with targeted advertisements
in SNSs regarding their:
a.  Negative experiences (NPEs) and
b. Positive experiences (PPEs)
2. Identify the respondents:
a. Level of General Privacy Concerns (GPCs) and
b. Level of Institutional Trust (IT) in Facebook
3. Assess the extent to which:
a.  Negative experience with targeted advertisements in SNSs affects GPCs
and IT on Facebook
b.  Positive experience with targeted advertisements in SNSs affects GPCs
and IT on Facebook
c. GPCs and IT in Facebook affect repeated online disclosure behaviors
through click-through intention (CTT).

Moreover, this study would contribute to the Communication Privacy
Management (CPM) theory by contextualizing the framework’s hypotheses to
Facebook users, targeted advertisements, and CTI. Furthermore, contemporary
studies regarding privacy concerns focus on the aftereffects of consumer behavior
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rather than on prior experiences and beliefs (Cho et al., 2010), illustrating a
methodological gap and a new angle for assessment. Significantly, this study
will validate whether privacy assessment affects a user’s responses to targeted
advertisements. Overall, the study will emphasize the relevance and urgency
of scrutinizing engagement with targeted ads among young Facebook users
and contribute crucial information that can aid young Filipino Facebook users
to understand better ad management structures and provide relevant policy
and societal stakeholders data on how Filipino youth assess privacy-related
situations with Facebook-targeted ads.

Literature Review

Prior Experiences

Prior experiences result from past experiences linked with targeted
maladaptive and adaptive responses (Floyd et al., 2000). Individuals form
inferences, attitudes, and beliefs about the world by combining the results from
prior experiences (Labor et al., 2015). As targeted ads simultaneously utilize SNS
users’ personal information to cater to their interests and collect more data after
interacting with such, prior experiences may be a determining factor in the users’
willingness to engage with ads (Rosengren & Dahlén, 2015), and affect future
online disclosure behaviors.

Negative prior experiences (NPEs) are a consumer’s past experiences that
left them dissatisfied and wary of the marketer or the SNS (Yang & Liu, 2014).
NPEs in the SNS context can be understood through the social contract theory
(SCT)-wherein a social contract exists between the consumer and marketer
when the consumer trades their personal information to the marketer for perks-
as users are provided the best possible content in exchange for their information
(Luo, 2002). They assume their data will be protected and used responsibly.
However, when their information is mishandled, users anticipate risks to
their information and will adjust their behavior accordingly. Users with NPEs
with privacy disclosure tend to have no sense of control, increased pessimism,
sensitivity to risk (Cho et al., 2010), and increased privacy concerns (Yang, 2013),
while young users have had NPEs with ads due to ad clutter, ad irrelevance, too
personal ads, and deceptive covert ads (Youn & Kim, 2019).

Conversely, positive priorexperiences (PPEs) canaffectaperson’snegotiation
of the SNSs’ perceived benefits by increasing their perceived controllability and
reinforcing their optimistic bias (Cho et al., 2010). When users have positive
experiences sharing their information, their belief in the positive aspects of the
practice is backed by sentimental value, which underrates their vulnerability to
risk when revealing information. Furthermore, users fluctuate in their perception
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of benefits if the magnitude of the incentives is enough to warrant excusing the
potential dangers. Online users may update their privacy appraisal depending on
their prior experiences, thus adjusting their cognitions on what they perceive as
beneficial features (Wu et al., 2023).

When users have more PPEs, they become susceptible to overestimating
the potential benefits over the risk. Thus, when compromises to their privacy
occur, they are indifferent and believe such instances are outliers (Cho et al.,
2010). Conversely, users with more NPEs have been observed to tighten their
benefits criteria and decrease their perceived value of disclosure necessary for
the efficiency of SNS services (Wu et al,, 2023), such as targeted ads. Features
that were once beneficial for the user lose their value due to distrust. As such, we
hypothesize:

H;: The user’s NPEs with targeted advertisements are negatively associated
with the user’s PPEs with targeted advertisements.

General Privacy Concerns

General privacy concerns (GPCs) are described as “an individual’s general
tendency to worry about information privacy” (Liet al., 2011, p. 5). In this context,
users are concerned about the opportunistic behavior of SNSs as they disclose
personal information online (Choi & Land, 2016). GPCs are part of online privacy
disposition because they comprise individuals’ privacy concerns across various
SNSs (Xu et al., 2012).

GPCs may arise from prior negative encounters with targeted ads (Lina
& Setiyanto, 2021). Moreover, the positive consequences of tailoring ads are
weakened by feelings of intrusiveness at higher levels of privacy concern and
negatively affect online consumers’ purchase intentions (Van Doorn & Hoekstra,
2013). Thus, we hypothesize:

H,: When the user’s NPEs are more frequent than the user’s PPEs, the user’s
NPEs are positively associated with the user’'s GPCs.

Contrastingly, positive experiences with targeted ads can reinforce the user’s
perception of the hedonistic value given by ads, subsequently reducing their
perceived cost of the potential exchange of information and lessening avoidance
(Youn & Kim, 2019). PPEs then reinforce the social contract between the user
and the platform, as the benefits make the trade-off of getting ads more appealing.
Moreover, Barbosa et al. (2021) found that users are reluctant to accept targeted
ads due to privacy concerns. They are more open to them when consistent with
their preferences, showing that benefits may repair privacy concerns. Given this,
we hypothesize:

H,: When the user’s PPEs are more frequent than the user’s NPEs, the user’s
PPEs are negatively associated with the user’s GPCs.
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Institutional Trust

Institutional trust (IT) in the information privacy context is the users’
tendency to have confidence that data institutions such as SNSs will not
mishandle their data in their pursuit to analyze personal data to improve user
experience (Rosenthal et al., 2019). This is the users’ assessment that SNSs
will protect their information under rules of transaction conduct and privacy
laws (Alsaleh et al., 2019). Hence, IT in Facebook is the users’ expectation that
Facebook will not exploit their data to act within public expectation (Rosenthal
etal., 2019).

IT is the outcome of smaller interactions between individuals and the
institution (Martin & Shilton, 2016). Therefore, prior experiences with targeted
ads likely affect how users regard the trustworthiness of the SNSs. This can best
be understood through SCT; users recognize that they exchange their personal
information for free access to SNSs and personalization and assume this is
handled responsibly (Rosenthal et al., 2019). Moreover, Rosenthal et al. (2019)
observed this relationship in how PPEs with targeted ads improved institutional
trust in Facebook—the more that users appreciated the personalization of
targeted ads and subsequently tolerated data collection, the likelier it was that
they were accepting of the SNS that provides them. As such,

H,: When the user’s PPEs are more frequent than the user’s NPEs, the user’s
PPEs are positively associated with their IT.

Conversely, NPEs violate trust in data institutions providing targeted ads.
Since users have social contracts with SNSs to guard their information, the
contract is breached when they experience violations (Culnan, 1995). In the
context of targeted ads, experiencing threats to information privacy is viewed
as a violation of the social contract and thus decreases IT. Boerman et al. (2017)
found that non-consensual collection and utilization of user information lowered
trust in advertisers. Goles et al. (2009) further discovered that violations due
to service failures by online marketers are attributed to the unreliability of the
broader online market. This likely extends to SNSs that help deliver the ads as
Yang and Liu (2014) found that negative experiences with online disclosure of
information constitute breaches in the social contract between marketers and
consumers, leading to lower trust in SNSs as they perceive that SNSs authorize
what companies can do with personal information. With this, we hypothesize:

H.: When the user’s NPEs are more frequent than the user’s PPEs, then the
user’s NPEs are negatively associated with the user’s IT.

General Privacy Concerns and Institutional Trust
GPCs and IT are theorized to make up information privacy disposition,
which affects perceptions of privacy online and influences disclosure (Kehr et
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al., 2015; Rosenthal et al., 2019). Subsequently, GPCs and IT have been seen to
have a negative relationship. Utility-wise, benefits enhance IT while privacy
concerns lower IT, impacting their anticipated utility (Bansal et al., 2010, as cited
by Rosenthal et al., 2019). In reference to SCT, users’ trust in platforms is based
on the data institutions’ perceived responsibility in handling user data (Okazaki
etal., 2009).

The negative relationship between GPCs and IT continues on Facebook.
On Facebook, GPCs may act as emotions that attenuate trust, predisposing
individuals to respond negatively to data collection by online firms, especially
given Facebook’s global privacy scandals (Rosenthal et al., 2019; Yang & Liu,
2014). Furthermore, Metzger (2006) found that Facebook users’ privacy concerns
negatively impact their trust in online companies and advertisers. Conversely,
IT may influence perceptions of GPCs as addressing online privacy concerns
can foster trust in online firms (Rifon et al., 2005), like Facebook, when their
perceived integrity after data breaches helped increase IT (Ayaburi & Treku,
2020). Thus, it is hypothesized:

H,: User’s GPCs are negatively associated with the user’s IT.

Click-Through Intention

Click-throughs—the act of clicking on online ads while having intentions
to click-through (CTI)-are measured by the desire to directly engage with an
advertising material by an action that will direct them to the advertised material
(Yoo, 2009).

Yang and Wang (2009) posited that factors that intrude and meddle with
information security negatively impact the intention to disclose, given that they
elicit concerns that pertain to “information sensitivity... and the likelihood of
information being sold to a third party” (p. 39). This is reflected in the way GPCs
affect users’ motivation to engage directly with targeted ads (Yang & Wang,
2009). Thus, it is hypothesized that:

H_: When the user’'s GPCs are higher than the user’s IT, then the user’s GPCs
are negatively associated with the user’s CTL

However, it is also argued that behavioral intention to engage in disclosure
can be increased if privacy concerns are diminished by the effects of trust (Luo,
2002). Accordingly, Aguirre et al. (2015) and Chang et al. (2017) found that the
higher the level of Facebook users’ IT, the likelier they are to continue to use
Facebook despite concerns about their usage. As such, it can be hypothesized
that:

H,;: When the user’s IT is higher than the user’s GPCs, the user’s IT is
negatively associated with the user’'s CTL
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Figure 1.
Hypothesis Pathing
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The Filipino Context of Prior Experiences, Privacy Disposition, and
Click-through Behaviors

The Filipino people’s privacy protections are linked to their fundamental
human rights. The Philippine government has taken steps to combat online
abuse and misinformation through the Subscriber Identity Module (SIM) Card
Registration Act (Morales, 2022) and cybercrime law to safeguard online spaces.
Moreover, the National Privacy Commission has committed to fostering a strong
culture of privacy and continuing its awareness campaign on the Data Privacy
Act of 2012 (Dela Cruz, 2022), which is crucial as Filipinos are particularly
vulnerable to cyber threats, phishing, and malware attacks (Omorog & Medina,
2017).

The nation’s societal cohesion hinges on its online landscape’s overall cyber
safety and security. Consequently, there is a pressing need to address privacy
violations within the media sphere. Measures to rectify these violations have
become a top priority, reflecting the determination to uphold the privacy rights
of Filipino citizens and create a safer digital environment for all.

Examining Filipinos’ privacy landscape and online advertising approach, it
is projected that the number of Facebook advertising users in the Philippines
will reach 76.14 million by 2023 (Statista, 2023b). This substantial user base
underscores the significance of continuous ad exposure, aligning with existing
studies that delve into how Filipino users navigate their privacy preferences when
interacting with SNS advertisements. This is even more worrying, considering
that some Filipinos find online advertising beneficial despite personalization
(Antonio et al., 2022; Araujo et al., 2022).
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The most vulnerable here are the youth, who constitute a large percentage
of social media users in the Philippines and with high social media usage. This is
especially worrying in the context of Facebook as a platform that creates enticing
personalized ads through dubious data collection practices because international
findings illustrate that the youth rarely engage in privacy control on Facebook
and may not have enough knowledge to understand the personalization and
persuasion tactics that Facebook ads use (Arugay & Baquisal, 2022; Youn
& Kim, 2019). Young Filipino users are also receptive to targeted ads and feel
personalization enhances their online shopping experience (Antonio et al., 2022).
It is imperative to investigate the connection between their experiences online,
privacy disposition, and interactions with targeted advertisements.

Despite the glaring necessity to address the Filipinized culture of privacy
management, little literature exists on how young Filipino users’ experiences
with SNSs have affected their interactions with Facebook-targeted ads. Thus, the
study nuances this phenomenon to the local context through the salient literature
it has garnered. As such, this study aims to remedy the localized literary gap that
addresses the relationship between Filipino youth and Facebook-targeted ads
via their experiences on SNSs.

The significance of previous experiences as cues and the existence of
the privacy disposition in Filipinos is compelling in the literature. Filipinos
have been seen to want to maintain privacy online (Mckay, 2010), and their
experiences have acted as cues for their concern about information privacy and
the level of trust in data institutions. Specifically, NPEs impact the information
privacy concerns perceived by Filipino users, and PPEs contribute to how much
they trust platforms (Doce & Celis, 2020; Capistrano, 2020). Albeit outside of
the targeted advertising setting, these studies illustrate the relationship between
Filipinos’ prior experiences and privacy disposition.

Moreover, a weighty point for consideration is that the Philippines is a
collectivist society (Church et al.,, 2012). Cultural differences influence how
societies view privacy, differing between individualistic and collectivist cultures.
On the one hand, individualistic cultures, which emphasize individualism and
independence, focus on an individual’s privacy management strategies, such as
corrective and information control strategies, to protect one’s online privacy (Li,
2022). On the other hand, collectivist cultures have been shown to account for
the privacy of others and are cognizant of privacy risks for both themselves and
the collective (Trepte et al., 2017). Additionally, James et al. (2017) found that
members of collectivist nations are likely to use their Facebook privacy controls if
there is a perceived risk of exposing others’ information. However, the perceived
risk of collectivists can be attenuated by trust in SNSs if their trust is fostered
by cues signaling the benevolence of SNSs that signal the predictability of their
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future actions (Krasnova et al., 2012). Overall, these findings entail that Filipino
Facebook users can be expected to avoid targeted ads if they find them risky to
themselves and others unless they can find trust-building cues from Facebook
that demonstrate that the platform handles data in a trustworthy and reasonable
manner.

However, an added consideration as to why young Filipino users may also
interact with targeted ads is that they believe that personalization makes it easier
for them to shop. In Antonio et al.’s study (2022), many young respondents were
likely to purchase based on information from targeted ads due to the ease of
shopping. This may indicate that they trust the SNSs enough to feel that there is
no risk to them, only utility, reflecting the findings from Schumann et al. (2014).
As companies have used click-throughs to measure engagement with targeted
ads of Filipino youth, clicking intention could be relevant in checking whether
or not young Filipino Facebook users find enough trusting cues or convenience
in interacting with targeted ads to exceed their privacy concerns. Overall, there
is evidence that Filipino users’ experiences function as a basis for how they view
privacy risks online and trust online platforms separately. However, the two
interact to determine whether or not the users observe enough trusting cues to
consider clicking. Thus, there is evidence that this phenomenon is present locally
and that the variables identified are relevant to studying it.

Study Framework

The study investigated how prior experience with targeted ads on Facebook
in SNSs influences Filipino youth Facebook users’ privacy management as
manifested through CTI. Accordingly, the theoretical framework of this study
addressed its inquiry through two interrelated levels—macro and micro. On a
macro level, the theory provided the system and general parameters by which
young Filipino Facebook users regulate their CTI in response to their privacy
disposition based on their prior experiences. However, a micro-level analysis is
necessary to comprehend fully how these users undergo this process.

Macro-Level Analysis:
Communication Privacy Management Theory by Petronio (2002)
Communication Privacy Management (CPM) theory explains how
individuals actively manage private information through the creation of
boundaries between the private (self) and public that determine the extent of
their self-disclosure (Petronio, 2002). It illustrates how individuals identify
their private information or the information they believe carries potential
vulnerabilities and how they negotiate between the need to communicate it and
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to preserve their freedom (Petronio, 2016).

Under CPM, ownership is represented by privacy boundaries that indicate
how much personal information will be disclosed (Petronio & Child, 2020). Two
levels of ownership exist: (1) the individual level involves sole ownership over
private information, and (2) the information is shared with other parties or co-
owners, and the privacy rules are co-constructed (Petronio, 2016).

CPM has three operating principles for comprehending everyday privacy
management (Petronio & Child, 2020). First, the process of creating private
information ownership boundaries encompasses the shifting of ownership
boundaries (Xie & Karan, 2019). This means that when an individual discloses
information, it shifts from their boundary to a mutual boundary (Petronio,
2002). Second, private information control rules involve the development of
privacy rules formed through personal experience. These criteria help regulate
ownership boundaries and control disclosure in varying situations (Petronio &
Child, 2020; Xie & Karan, 2019). When this process occurs for a mutually held
boundary, the owner expects how the co-owners should treat their information,
and they ideally coordinate privacy rules. Third, privacy information turbulence
involves renegotiating privacy rules due to the violation or ambiguity of rules
(Petronio, 2016). Turbulence may stem from minor infractions to significant
infringements. This can be triggered by co-owners violating privacy rules or
potential co-owners who may not be held accountable by an explicit agreement.
This signals the need for change in the privacy management system regarding
privacy rules, boundaries, control, and others (Petronio & Child, 2020).

CPM has recently been employed to investigate privacy management
on SNSs, and this has yielded findings that users manage their privacy with
advertisers or platforms as co-owners (Jacobson et al., 2020; Xie & Karan, 2019).
[Figure 2].

Micro-Level Analysis

The micro-level follows the parameters set by the theory and nuances
the theory to the phenomenon being studied. The following assumptions
underpinning the theoretical proposal illustrate the interrelationship between the
macro and micro levels: (1) in this context, Facebook functions as the co-owner
of private information; (2) prior experiences with targeted ads on SNSs are the
basis of Facebook users’ online privacy rules with negative experiences operating
as privacy information turbulence and positive experiences functioning as signals
that it is safe to maintain or open boundaries; (3) general privacy concerns and
institutional trust comprise online privacy rules that Facebook users consider
when deciding whether or not to click; (4) clicking on targeted ads on Facebook
is a disclosure behavior that reveals private information.
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Figure 2.

Communication Privacy Management Model
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First, Facebook may act as a co-owner of private online information because
it is the party that Facebook users acknowledge they have to “coordinate” with
to ensure that their private information is being shared and utilized in a manner
they deem responsible. In the Facebook context, users see the platform as a co-
owner of the information they disclose due to its well-known access to user
information and its encouraging users to view the platform as an entity (Zhu &
Kanjanamekanant, 2021). Specifically, Facebook is likely perceived as a co-owner
of the preferences they reveal through their interactions with targeted ads on the
platform, as it is well-established that Facebook gathers this data.

Second, prior experiences with SNSs serve as a factor that can catalyze
change in and develop Facebook users’ privacy rules. In general, prior experiences
function as heuristics users rely on when assessing personal vulnerability when
disclosing information online (Xie & Karan, 2019). In the context of targeted
ads, the type of experience most frequently sustained by a user can lead to the
readjusting of privacy rules because users connect their experiences with targeted
ads with the state of information privacy and the decisions of online platforms
(Xie & Karan, 2019). Users may presume that their experiences in the online
ecosystem will likely be reflected in their experiences on a platform, particularly
their experiences on SNSs, which affect their privacy management on Facebook.
Specifically, NPEs on SNSs can act as privacy turbulence that leads to boundary
tightening, causing an increase in online privacy concerns and decreasing trust
in Facebook as a privacy co-owner. In contrast, PPEs on SNSs may prompt the
user’s boundary to be maintained or opened, lowering online privacy concerns
and increasing trust in Facebook (Xie & Karan, 2019). Prior experiences may be
weighed against each other and affect users’ privacy rules.
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Third, GPCs and IT are the privacy rules that accommodate the shifting
privacy boundaries of users. In this context, GPCs and IT comprise information
privacy disposition, which users consider when regulating online disclosure
(Kehr et al., 2015; Chang et al., 2017; Rosenthal et al., 2019). Furthermore, the
current study argues that these rules are weighed against each other because they
both influence users’ tendency to have confidence in authorizing data-collecting
institutions to be co-owners of private information through disclosure (Kehr et
al., 2015; Petronio, 2016). Specifically, GPCs cause users to protect their private
information online because they worry that disclosing could expose them to
risks. IT allows users to share their private information online since they feel that
the specific data-collecting institution they are directly disclosing to will not
expose them to such risks.

Fourth, clicking is the disclosure act that manifests the privacy management
of Facebook users regarding targeted ads because users primarily regulate their
clicks, being aware that they signal interests to advertisers (Boerman et al.,
2017). Moreover, some research argues that users perceive their preferences as
private information, and clicking on ads is an act of being vulnerable to such data
(Boerman et al., 2017). Consequently, clicking responds directly to the privacy
rules as it has been found to react to privacy concerns and trust in advertisers
(Boerman et al., 2017). Hence, CTI is an apt measure of how Facebook users will
manage the disclosure of their preferences when interacting with targeted ads.

Under the CPM theory, the phenomenon can be explained as a result of
prior experiences with SNSs, which cause changes in privacy boundaries that
shift online privacy rules and thus impact clicking intention on targeted ads on
Facebook. Overall, the privacy management process of young Filipino Facebook
users can be said to follow the CPM theory.

Figure 3.
Integration of CPM and Micro-Analysis Model

Prior Experiences

User's Negative Prior
Experiences with Targeted
Ads

User's General Privacy

User's Click-through
Intention

User's Positive Prior
Experiences
with Targeted Ads Institutional Trust
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Methodology

The study is exploratory because it investigates how experiences with
targeted ads on SNSs affect the CTI of Filipino youth users toward the targeted
ads they see on Facebook through their information privacy disposition. The
study uses secondary data from the authors’ study of young Filipino users’
privacy disposition and its influence on the privacy risk-benefit calculus to
assess Facebook targeted ads and their responding CTI. Subsequently, the study
is implemented through the quantitative method of a one-shot online survey
administered over three months.

The 53-item survey administered was composed of six sections that inquired
about the respondents’ (a) demographic characteristics, (b) experiences with
targeted ads on SNSs, (c) targeted ad exposure and Facebook usage, (d) GPCs,
(e) IT, and (f) CTIL. Relevantly, prior experiences were measured on a five-point
Likert scale (1 = “never,” 5 = “always”), while GPCs, IT, and CTI were measured
on a different five-point Likert scale (1 = “strongly disagree,” 5 = “strongly agree”).

Concepts, Dimensions, and Indicators

Young Filipino Facebook users’ negative prior experience comprise the
risks they feel they have been exposed to from interacting with Facebook-targeted
ads. They are the user’s suspicions that Facebook has compromised their data to
facilitate targeted advertising and are measured through (1) invasiveness and (2)
intrusiveness. Invasiveness is the user’s perception that some entity or practice
violates privacy (Gironda & Koraonkar, 2018). Intrusiveness is the interruption
of a user’s cognitive activity through forced exposure to ads, prompting feelings
of loss of control (Youn & Shin, 2019).

Young Filipino Facebook users’ positive prior experiences comprise the
benefits they feel they have gained from interacting with Facebook-targeted ads.
They are the users’ assessment of the value of the personalized product information
from Facebook targeted advertising, measured through (1) perceived ad value and
(2) perceived personalization. Perceived ad value is the users’ expected benefits—
namely general informativeness, entertainment, and promotional reward-from
trading their personal information, which helps make Facebook ads attractive
and less intrusive (Youn & Shin, 2019). Perceived personalization is the degree to
which a user senses an ad has been personalized to them and that it is relevant to
their preferences and interests (de Groot, 2022).

Young Filipino Facebook users’ general privacy concern refers to their
tendency to worry about their information privacy on SNSs. It is the user’s
apprehension about the information collection and use of SNSs (Zarouali et al,,
2018). Three constructs by Malhotra et al. (2004) encompass this: (1) awareness
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of privacy practices, (2) concern for data collection, and (3) concern for data
control. The first is the level at which users are worried about their awareness of
organizational information privacy practices. The second is triggered by online
companies asking for personal information and encompasses the extent to which
the user is disturbed by the ways they may misuse such. The third comprises
users’ worries about their level of control over personal data through platform
affordances.

Young Filipino Facebook users’ institutional trust refers to their general
tendency to have confidence in Facebook or how much they trust Facebook to
protect their data. Trusting beliefs can further explain the degree to which users
believe a firm will protect their information (Malhotra et al., 2004).

The young Filipino Facebook user’s click-through intention refers to their
intent to click on a targeted Facebook ad to see its material, a manifestation of
their interest. This unidimensional concept measures the intention to click on a
personalized ad scale (Gironda & Korgaonkar, 2018) [Table 1].

Each scale that made up the final survey and its items can be found in
Appendix A.

The survey was administered online to respondents who were (a) of Filipino
nationality, (b) 18-24 years old, (c) Facebook users, and (d) exposed to at least
one (1) targeted ad on Facebook. The survey was distributed via Google Forms on
Facebook and Instagram to a volunteer sample of 923 respondents. After cleaning
the dataset, the study retained 789 valid respondents.

Table 1.
Prior experiences with SNSs’ targeted advertisements measures
Variable Measure Source
Prior experiences ~ Negative prior Experienced Gironda &
with SNSs’ experience invasiveness Korgaonkar, 2018
targeted e Experienced . .
& XP Experienced Youn & Shin, 2019
advertisements risks . .
intrusiveness
Positive prior Experienced ad
experience value
e Experienced .
P Experienced de Groot, 2022
benefits R
personalization
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Variable Measure Source

GPC Awareness of privacy practices Malhotra et al.,
2004

Concern for data collection

Concern for data control

IT Trusting beliefs

CTI Click-through reasons Gironda &
Korgaonkar, 2018

Validity and Reliability Testing

Reliability was assessed using Cronbach’s alpha. The Cronbach’s alpha of the
questionnaire was 0.712, greater than the generally agreed upon lower benchmark
of 0.70. This supports the reliability of the measurement scheme [Appendix BJ.

Discriminant validity was assessed using the Fornell-Larcker criterion
(Fornell-Larcker, 1981). The results of the assessment supported the discriminant
validity of the measurement scheme. However, the Fornell-Larcker criterion still
needs to be met for two pairs of latent constructs, indicating that they measure
the same concept. The items for experienced intrusiveness were not distinct from
the items for experienced invasiveness (LEInv) since the AVE of LEIntru (0.573)
is less than the correlation of LEIntru with LEInv (0.688). The two constitute
NPEs. Similarly, the items for experienced ad value (LEAdVal) were not distinct
from the item for experienced personalization (LEPrs) since the AVE of LEAdVal
(0.549) was less than the correlation of LEAdVal with LEPrs (0.579) [Appendix
C]. The two comprise PPEs.

Data Analysis

The demographic composition of the sample was summarized using the
appropriate measures of central tendency. Given their interval nature, the
exposure variable and study variables were summarized using the measure of
mean.

Although the study’s sample is non-parametric, the researchers tested the
associations at the interval level and applied linear regression (R) to establish
causation. However, the significance level (p) is not reported as the study limits its
discussion to the sample and does not generalize to the population. Accordingly,
Spearman’s rho statistical tests (rs) were utilized between the following pairs of
variables: (1) NPEs and PPEs, (2) NPEs and GPCs, (3) PPEs and GPCs, (4) PPEs
and IT, (5) NPEs and IT, (6) GPCs and IT, (7) GPCs and CTI, (8) IT and CTIL.
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Furthermore, to address the hypotheses, the respondents were categorized
based on their prior experiences: those with NPEs and those with PPEs.
This was done by computing the mean value for both types of experience.
Consequently, the higher mean for each respondent represented their type of prior
experience. Moreover, the respondents were split into two groups according to
their CTI: those who have and have not clicked. Those who have not clicked are
conceptually treated as a control group, as they have less basis for assessing how
their data was used to create targeted ads than those who clicked.

Scope and Limitations

The sample of this study is non-parametric. Thus, its findings may only
represent some of the entire population of Filipino Facebook youth users.
Furthermore, while many CPM studies are implemented through surveys, the
study’s survey method is limited to establishing associations between variables
(Gravetter & Wallnau, 2014). To narrow in on how the identified experiences
impact privacy control rules that determine disclosure intention, the study did
not further investigate the cyclical nature of CPM in terms of how more NPEs or
PPEs could affect the shifted privacy boundaries and rules. This aligns with how
CPM is operationalized, as many CPM studies analyze their selected phenomena
by focusing on one or two CPM concepts (Petronio & Child, 2020).

Results and Discussion

The descriptive statistics results revealed that a majority of the respondents
are young female undergraduates with a middle-class income. Moreover, they
are often exposed to targeted advertisements and have negative experiences.
The study found very weak to moderate associations between variables. The
interpretation is presented accordingly in the discussion.

Overall, many of the respondents are 21 years old, and most are female.
Moreover, most respondents have a monthly household income between PHP
30,080 to PHP 66,640. Furthermore, the majority of the respondents have
achieved the status of college undergraduate as their highest educational
attainment [Table 2].

Table 2.
Summary Statistics for Demographic Variables
Variables Results
Age M-=21,SD=158
Sex assigned at birth Mo = Female (2.00)
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Variables

Results

Monthly household income

Md = Between PHP 30, 080 to

PHP 66,640 (4.00)

Highest educational
attainment

Md - College Undergraduate

(5.00)

Respondents report that they often see targeted ads (M =4.42, SD = 4.84).
Respondents spend 3.08 hours (SD = 2.53) on Facebook. Accordingly, they see an

average of 10 targeted ads on their timeline (M = 9.50, SD = 8.90) [Table 3].

Table 3.
Summary Statistics for Exposure Variables
Variables Results
M SD
Hours spent on Facebook 3.08 2.53
Frequency of seeing targeted ads 4.42 4.84
Amount of ads seen on the timeline 9.50 8.90

Respondents have more frequent NPEs than PPEs. Moreover, respondents
are disposed to GPCs more than IT. Furthermore, respondents who have not
clicked before show a higher intention to click on targeted ads than those who

have clicked before [Table 4].

There is a weak negative association between the respondents’ NPEs and
PPEs (R = 0.11, B = -0.11), such that the more NPEs a respondent has, the fewer
PPEs they have. This association can be explained about 11% of the time. Thus, H,

is partially supported [Table 4].

Table 4.
Summary Statistics for Study’s Variables
Variables Results
M SD

NPEs 3.48 0.73
PPEs 2.68 0.73
GPC 4.43 0.50
IT 2.35 0.85
CTI (Have clicked before) 3.31 0.1
CTI (Have not clicked before) 3.59 5.79

48 o Alvarez et al.



The PCS Review 2024

Regarding GPCs, there is a moderate positive association with the
respondents’ NPEs (R = 0.5, B = 0.34). Conversely, there is a very weak negative
association with the respondents’ PPEs (R = 0.10). Essentially, more NPEs increase
GPCs, while more PPEs decrease GPCs. As such, GPCs can be predicted by NPEs
50% of the time and PPEs 109% of the time. Thus, H,and H, are supported, with
partial support for H, [Table 5].

As for IT, there is a moderate positive association with the respondents’
PPEs (R = 0.41, B = -0.48), whereas there is a weak negative association with the
respondents’ NPEs (R = 0.25, B = 0.30). Simply, more PPEs raise IT, and more
NPEs lower IT. Subsequently, IT can be predicted by PPEs 41% of the time and
NPEs 25% of the time. Thus, H,and H, are supported [Table 5].

There is a moderate negative association between the respondents’ GPCs
and IT (R=0.36, B=-0.60), such that the more GPCs they have, the lesser their IT.
This can be predicted 36% of the time. Thus, H, is supported [Table 5].

The two types of respondents differ regarding the association between GPCs
and CTL On the one hand, for respondents who have clicked before, there is a
very weak positive association between their GPCs and CTI (R = 0.08, B = 0.08).
On the other hand, for respondents who have clicked before, there is a very weak
negative association between their GPCs and CTI (R = 0.05, B = -0.63). Thus,
this means that for the respondents who have clicked before, when their GPCs
increase, their CTI increases, while for the respondents who have not clicked
before, this means that when their GPCs increase, their CTI decreases. These
associations can be explained 8% and 5% of the time, respectively. Regarding the
association between IT and CTI, the two types of respondents are. On one hand,
for respondents who have clicked before, there is a weak positive association
between their IT and CTI (R = 0.14, B = 0.09). On the other hand, for respondents
who have clicked before, there is a very weak negative association between their
IT and CTI(R=0.04,B=0.29). Thus, this means that for both types of respondents,
when their IT increases, their CTI increases. These associations can be explained
8% and 5% of the time, respectively. On the one hand, for respondents who have
clicked before, there is a very weak positive association between their GPCs and
CTI (R = 0.08, B = 0.08). On the other hand, for respondents who have clicked
before, there is a very weak negative association between their GPCs and CTI (R
=0.05,B~=-0.63). Thus, H_ and H,are partially supported [Table 5].
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Table 5.
Summary Associations for NPE, PPE, GPC, IT, and CTI
Hypotheses Association R B
H, NPEs and PPEs 0.11 -0.11
, NPEs and GPCs 05 034
H, PPEs and GPCs 0.10 -0.07
H, PPEsand IT 025 0.30
H; NPEsand IT 041 -0.48
H, GPCsand IT 0.36 -0.60
H, GPCs and CTI (Have 0.08 0.08
clicked before)
GPCs and CTI (Have 0.05 -0.63
not clicked before)
H, IT and CTI (Have 0.14 0.09
clicked before)
IT and CTI (Have not 0.04 0.29
clicked before)

Experiences as a Basis of Privacy Rules

Accordingly, the study found a weak negative association between the two
types of experiences and weak to moderate associations between experiences
and GPCs and IT. This follows the management system set by CPM, which
supports that personal experiences continuously shape an individual’s privacy
rules. This also validates that experiences on SNSs affect how users perceive their
privacy on Facebook.

There was a weak negative association between the respondents’ experiences
that when NPEs are more frequent, PPEs are less frequent. This is supported by
Yang and Liu’s arguments (2014) that users are under the assumption that their
disclosed information is protected under a social contract with the SNS until they
are consciously subject to a privacy breach. Thus, NPEs increase cautiousness in
divulging personal data in exchange because of their heightened sensitivity to
risk, lessening the perception of personalized ad experiences as positive. Albeit
wealk, this shows that NPEs may have influenced the sample to become stringent
in their criteria of benefits and their perceived value of disclosing to attain more
accurate ads on SNSs (Wu et al., 2023).

Subsequently, the study’s respondents were more likely to have NPEs than
PPEs, which informed respondents in considering whether or not to disclose,
corroborating the conceptualization of NPEs as privacy turbulence. Yang (2013)
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reinforced this, finding that negative experiences are more psychologically
impactful than beneficial use. Furthermore, this supports findings that the youth
are also more likely to experience negative experiences due to increased ad clutter
and perceived deceptive ads (Youn & Kim, 2019).

The Association Between Experiences and Privacy Disposition

This study found weak to moderate associations between prior experiences
and privacy disposition. This confirms that NPEs act as privacy turbulence
that greatly impacts privacy boundaries and rules, with negative experiences
considered boundary turbulence.

Results suggest that the respondents’ GPC increased with the number of
NPEs they had. This finding can be illuminated under CPM, where NPEs were
empirically found to amplify perceived risk and feed into stringent privacy
control. Empirically, this supports previous findings that privacy violations result
in elevated risk perceptions and privacy concerns in future online encounters
(Lina & Setiyanto, 2021; Yang, 2013).

Conversely, the respondents’ GPC decreased with the number of ~ PPEs
they had. This can be understood through CPM studies, which indicated how
PPEs decrease risk perceptions and increase intent to disclose (Metzger, 2007;
Xie & Karan, 2017). This aligns with findings that a social contract exists
between the user and platforms (Luo, 2002) and that ad benefits could reinforce
it by providing hedonistic value and accuracy (Barbosa et al., 2021; Youn & Kim,
2019).

There are also results that NPEs were negatively associated with the
respondents’ IT. This finding can be understood under CPM, where negative
experiences were theorized to be perceived as violations of information privacy
rules and lead to stricter boundary coordination with platforms as privacy co-
owners. From the SCT perspective, this aligns with studies that found that users
who have experienced breaches in their social contract are more likely to have
lowered trust in data institutions (Boerman et al., 2017; Yang & Liu, 2014).

In turn, PPEs increased the respondents’ IT. This is understandable through
CPM, which indicates that PPEs may signal users to maintain or increase their
IT as a co-owner of personal information (Yang & Liu, 2014). This aligns with
Rosenthal et al’s (2019) findings that the greater the utility in terms of relevance
and tailoring that users experience from targeted ads, the greater their IT in
Facebook’s data collection practices.

The tests illustrated that NPEs yield a stronger association with GPCs
and IT than PPEs. This indicates PPEs and NPEs inverse association, such that
when users have more NPEs, they have fewer PPEs (Wu et al,, 2023). As the
study’s respondents experienced more risks with SNSs’ targeted ads, they likely
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reconsidered the benefits they experienced from personalization. As a result,
they become skeptical of their online privacy and attuned to the risks of online
disclosure (Lina & Setiyanto, 2021) and lose trust in the security of the data
institutions that hold it (Yang & Liu, 2014). Furthermore, these results indicate
that the respondents were not simply receptive to personalization, as studies
on Filipinos have identified (Antonio et al., 2022; Araujo et al., 2022). They also
connected its utility to the trustworthiness of Facebook and its disutility to
online privacy concerns (Doce & Celis, 2020; Capistrano, 2020). Thus, the sample
is similar to that of youth internationally, whose experiences with targeted ads
can alter their disclosure behaviors with personalization (Youn & Kim, 2019).

The Association Between Privacy Disposition and CTI

As the study theorized, the sample weighed their GPCs and IT as privacy
rules to help them decide whether or not to click on targeted ads. The weighing of
the two privacy rules manifests in the moderate negative association between the
respondents’ GPCs and IT. However, there were very weak to weak associations
between the factors of online privacy disposition and CTI. Albeit exerting
some influence on CTI, this illustrates that GPCs and IT are not the primary
privacy rules users consider when deciding whether to click. Nonetheless, the
respondents who had not clicked on targeted ads notably indicated that they
would likely click due to their IT and not click due to their GPCs, aligning with
the study’s hypotheses.

The results which showed that GPCs and IT were weighed aligns with
Rosenthal et al’s (2019) study, which posited that trust in Facebook is inversely
related to privacy concerns. However, as Facebook actively works to improve
its trustworthiness, respondents may have considered the platform’s desirable
features, potentially reducing their GPCs (Ayaburi & Treku, 2020). This uniquely
contributes to the knowledge that the sample weighs their GPCs and IT against
each other, extending previous studies exploring how Filipinos experience one
or the other (Capistrano, 2020; Doce & Celis, 2020).

Following CPM, the CTI in response to privacy disposition was posited to
be the main disclosure intention when interacting with targeted advertising. The
intention was theorized to be directed by privacy rules. Albeit the associations
found were very weak to weak, this provided some support that users manage
privacy in terms of targeted ads by regulating their clicks, especially for the
respondents who have not clicked before.

Theresultsfor GPCsdiverged between two types of respondents: those who
have clicked on targeted ads on Facebook and those who have not. Specifically,
the CTI of respondents who have clicked before was unexpectedly positively
influenced by GPCs. This demonstrates that these respondents disregarded their

52 e Alvarez et al.



The PCS Review 2024

privacy concerns. This is in contrast to the factors in the literature that privacy
invasion entirely negatively affects the intention to disclose and aligns with
the findings that the youth interact with targeted ads despite privacy concerns
(Yang & Wang, 2009). In contrast, the CTT of respondents who had not clicked
before decreased when their GPCs increased. This could be elucidated by the
findings of Youn & Kim (2019) that users who do not already have PPEs when
interacting with targeted ads have a higher tendency to scrutinize the divulging
of their personal information, demotivating them from interacting further. In
this context, this indicates that the respondents who have not clicked before
have GPCs that attenuate benefits they may have experienced. Thus, they see
their preferences as private information not worth revealing and avoid clicking
accordingly.

Moreover, Antonio et al. (2022) found that Filipinos view targeted ads as
either privacy invasions or relevant. Apart from age, the current study’s findings
provide more context and show that previous clicking behavior may influence
how one perceives targeted ads on Facebook.

For both respondents who have clicked before and those who have not, IT had
a marginal positive influence on CTI, providing some evidence that Facebook’s
privacy policies, data management, and reputation serve as cues for the study’s
respondents that clicking on targeted ads is safe. Findings from Chang et al. (2017)
that trust fostered by Facebook’s functionality heightens continuance intention
and Aguirre et al. (2015) that good perceptions of Facebook’s reputation lead to
CTI support this. Nevertheless, respondents who clicked before had a stronger
association between their IT and CTI than those who did not. This suggests that
those who have clicked before have more experience with Facebook and found
more trust-building cues that exceed the negative experiences and concerns they
have garnered from SNSs in general (Krasnova et al., 2012).

Overall, the respondents who have clicked before have a marginally higher
CTI in response to their GPC and IT than those who have not. This could be
explained by the findings of Xie and Karan (2019), who found that users who
use online platforms for consumer purposes tend to disclose more on Facebook.
Considering all of this, it is logical to view respondents who have clicked before
as users who have had more experiences with the utility of targeted ads and
that foster their trust in Facebook’s data collection processes compared to the
respondents who have not clicked before. The reason behind this is that clicking
may have increasingly personalized targeted ads to the preferences of the users,
making the ads and Facebook as a platform more enticing, thus keeping the
respondents who have clicked before in a cycle of clicking.
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Conclusion

This study examined young Filipino Facebook users’ CTI for Facebook’s
targeted ads as informed by their privacy disposition as rules which is shifted
by their experiences with SNSs’ targeted ads. It found that the sample had more
NPEs than PPEs with SNS’s targeted ads. Thus, NPEs affected the respondents’
privacy disposition greater than PPEs and resulted in a higher level of GPC.
As such, NPEs increase GPC and decrease IT, whereas PPE does the opposite.
However, the associations between PPE and privacy disposition are generally
weaker. This sample’s experiences of privacy violations in SNSs thus affected
their perception of risk on Facebook. This is consistent with the analysis that the
sample can weigh their concerns and perception of Facebook and contrasts some
local literature that implied passive reception to personalization. Moreover,
albeit the associations were very weak to weak, the respondents who have and
have not clicked before differed in terms of the associations between their CT1
and privacy disposition. Those who have clicked before will click regardless of
their GPCs and with motivation of their IT. This confirmed that concerns may
not thwart CTI. This can be linked with findings that trust may mitigate privacy
concerns, especially for the youth. In the view of local literature, these users may
also have more experience with the utility of targeted ads and the trust-building
cues of Facebook, given their higher exposure. Those who have not clicked before
will avoid clicking due to their GPCs and may click in the future due to their IT.
This showed that these respondents may lack PPEs to reduce their GPCs due to
their lack of experience, but may click if they find more cues to trust Facebook.
Overall, results supported the hypotheses consistently, although some of the
associations were weak.

Implications and Recommendations

Theoretical Implications and Recommendations

The study utilized CPM as a foundation for forwarding hypotheses about
young Filipino users’ privacy management on Facebook in response to their
shifts in privacy rules due to various experiences with targeted ads on SNSs.
Given the lacking literature on CPM and targeted advertising, the study shows
that the theory is valuable for understanding the privacy management of
interactions with targeted advertising and recognizes that users contend with
SNSs as privacy co-owners. This extends CPM beyond interpersonal boundary
coordination and fully reckons with the new norm of individuals negotiating
with platforms through their privacy affordances. The results supported the idea
that context experiences remain an essential basis for privacy management in
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targeted ads. The study also uniquely contributes new privacy rules, GPCs and
IT to contemplate. Despite weak associations with disclosure intention, their
compelling connections with prior experiences with targeted ads demonstrate
that users amass experiences in the wider SNS ecosystem and then link them
with their information privacy concerns and assessments of individual SNSs.
This provides a new look into how dynamic the privacy management of users
is. Moreover, the divergent propensities to click among  the respondents who
have and have not clicked before exhibits the fluidity that various people exhibit
in what they consider as private information. Furthermore, the study adds to
literature on the mechanisms behind the online privacy management of young
Filipino users. The study bolsters the viability of the theory to understand Filipino
users whose privacy orientations have a basis in collectivism. Moreover, as CTI
in response to IT was strongest for respondents who have clicked before, this
affirms that trust-building cues remain important to the privacy management in
the online context for collectivists like Filipinos. In summary, the study provides
insight into how elements of the theory—experiences, privacy boundaries, and
privacy rules—can explain how collectivists contend with their privacy needs in
the context of the targeted ad.

Using CPM allowed for the macro- and micro-analysis of user behavior. It
provided a sound framework for examining the phenomenon at hand. However,
future research may investigate the cyclical aspect of CPM and investigate
if additional negative or positive experiences could affect the already shifted
privacy boundaries and rules to capture the entire dynamic process of privacy
management that the theory has been designed to comprehend. Further, the
very weak to weak associations between the privacy rules and CTI urge research
into other variables that may affect CTI directly. Particularly, there is potential
in examining how situation-specific risks and benefits may fit in CPM and
interact with CTI given that the privacy calculus has been forwarded as one of
the approaches to understanding engagement with targeted ads (Youn & Shin,
2019).

Methodological Implications and Recommendations

The study validates that the survey method is a productive method for
implementing CPM even when extended to inquire about users’ privacy
management in terms of targeted ads. Thisis evidenced by the moderate reliability
of the measurement scheme, showing that respondents understand the concepts
in the survey consistently even as they are dealing with novel privacy concepts
such as viewing Facebook as a privacy co-owner. Furthermore, methodologies
in privacy concerns studies focus on the aftereffects of the consumer’s behavior
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rather than on the mechanisms backgrounding it, such as prior experiences and
privacy dispositions (Cho et al., 2010).

The researchers recommend the exploration of the variables through
experiment instead of the survey method which could have respondent-based
errors. It would also make the usual parts of theorization under CPM tenable
as it would allow analysis of what types of personal information the users
would or would not disclose (Child et al., 2012) and whether or not additional
negative and positive experiences can affect newly shifted boundaries and rules.
Furthermore, the associations between privacy disposition and CTI were very
weak to weak. Future research may look into adding other disclosure behaviors
(e.g., likes, shares, comments, and others) to have multiple ways to gauge the
effect of disposition on disclosure.

Practical Implications and Recommendations

The study provides implications for young Filipino users, policy-makers,
and society. Although Facebook has prompted worry over their obscure data
collection and targeted ad delivery processes, the platform has been garnering
clicks from the youth due to their limited knowledge about personalization and
persuasion tactics that targeted ads on Facebook leverage (Youn & Kim, 2019).
The study’s respondents who had clicked on targeted ads on Facebook before
were susceptible to Facebook’s enticement despite having GPCs, showing that
they have inadequate know-how to manage their privacy needs and end up
clicking on targeted ads due to their utility and good perception of Facebook.
This reveals the reality that government policies and programs aiming for privacy
protection have neglected properly equipping the youth who have been greatly
exposed to targeted ads to address their GPCs.

Therefore, there could be more efforts by the government to ground
privacy protection policies and educate young Filipino Facebook users on the
importance of addressing their GPCs, even with disclosure behaviors that are as
simple as clicking given SNSs” ambiguous data handling. Laws that incentivize
better transparency measures from Facebook should be created, leading to a less
invasive targeted ads delivery system and be a more ethical way for Facebook
to realistically operate without heightening personalization, given that young
Filipinousersare likelier to click on ads when they perceive cues to trust Facebook.
Safe and benefiting engagements fulfill social trust and mitigate concerns,
enhancing ad reception and addressing privacy concerns regarding Facebook’s
ad data usage. Given the online environment where data are commodities and
requirements in most aspects of online life (e.g., SIM Card Registration Act or
SNS log-in credentials), it is pertinent to underscore the importance of privacy to
disallow any institution from exploiting data for their interests.
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Appendix B: Cronbach’s Alpha Analysis of the Variable Items for the Assessment

Reliability

Construct

Items

Cronbach’s
alpha ()

NPEs

Experienced
invasiveness

Feelings of violation when seeing ads on
SNSs

714

Feeling that my personal information has
been accessed inappropriately by outside
parties when I see targeted ads on SNSs.

.710

Feeling that my personal information is
being used without my knowledge for
targeted ads on SNSs.

712

Experienced
intrusiveness

Feeling unsafe when I see too many
targeted ads while scrolling on SNSs

707

Feeling that targeted ads are obtrusive
when using SNSs

711

Feeling discomfort with how my
personal information is being used
when seeing targeted ads that are too
personalized on SNSs

.710

PPEs

Experienced ad
value

Feeling that the use of personal
information by SNSs makes their ads
entertaining.

.700

Feeling that the use of my personal
information by SNSs makes their ads
informative

.698

Feeling that the use of my personal
information is worth it when their ads
offer free gifts and rewards.

.700

Experienced
Personalization

Feeling that the use of my personal
information by SNSs for ads help me
consider products that I want to buy.

.700

Feeling that when SNSs use my personal
information for ads, it gives me useful
information about products that are
relevant to me

.700

Feeling that it is okay for SNSs to use
my personal information as it is more
convenient to see ads related to me than
not

.706

Feeling that the use of my personal
information to customize ads will
enhance my experience on SNSs.

.700
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GPCs

Awareness of
Privacy Practices

It is important to me that [ understand
which of my personal information is
being gathered and collected by SNSs.

.710

It is important that [ understand what
SNSs are doing with my personal
information.

.709

[ am concerned about how SNSs use my
personal information for their benefit.

707

I believe it is important to read and
understand the privacy policies and
terms of SNSs that I visit.

.708

Concern for data
collection

I feel that SNSs gather too much
personal information from me.

.710

I believe that SNSs are giving too much
of my personal information to third-
parties outside of the SNSs.

.709

I feel that I have no control over what
SNSs do with my personal information.

713

Concern for data
control

I believe that SNSs do not secure
and protect my personal information
sufficiently.

714

I believe that SNSs should give more
control to the user on what personal
information is taken from them.

711

IT

Trusting Beliefs

1 find Facebook trustworthy in handling
my personal information.

.705

I trust Facebook because they provide
privacy policies.

.703

I trust Facebook with my personal
information because of the completeness
of the privacy policy they provide.

702

I trust that Facebook follows their
Privacy Policies when handling my
personal information.

.705

I trust that Facebook keeps my best
interests in mind when dealing with my
personal information.

.702

I trust Facebook with my personal
information because others find the
website trustworthy.

.704

1 find Facebook to be consistently honest
with all users when it comes to using

the personal information that I would
provide.

.703

I find that Facebook is consistent in
keeping all users’ information safe when
they transact with the website.

.703
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CTI of
Those
Who
HAVE
Clicked
Before

Reasons to NOT
click again

I do not intend to click on a
targeted ad again because I feel my
information will be collected.

713

I do not intend to click on a targeted
ad again because I believe it would
increase their volume and frequency
on my timeline.

712

I do not intend to click on a
targeted ad again because I feel my
information will be vulnerable.

.709

I do not intend to click on a targeted
ad again because I feel that my
purchases will be monitored.

.710

Reasons to click
again

lintend to click on a targeted ad
again if I need the product, despite
my privacy concerns.

.709

Lintend to click on a targeted ad
again because they are an innovative
and creative way of shopping.

.707

lintend to click on a targeted ad
again because they cater to my
personal interests and needs.

.706

lLintend to click on targeted ads
again because they improve my
online shopping experience.

.703

CTI of
Those
Who
HAVE
NOT
Clicked

Before

Reasons to NOT
click

I do not intend to click on a targeted
ad because I feel my information
will be collected.

721

I do not intend to click on a targeted
ad because [ believe it would
increase their volume and frequency
on my timeline.

715

I do not intend to click on a targeted
ad because I feel my information
will be vulnerable.

716

I do not intend to click on a targeted
ad because [ feel that my purchases
will be monitored.

.716

Reasons to click

Lintend to click on a targeted ad
if I need the product, despite my
privacy concerns.

699

lintend to click on a targeted ad
because they are an innovative and
creative way of shopping.

.692

Iintend to click on a targeted ad
because they cater to my personal
interests and needs.

743

lintend to click on targeted ads
because they improve my online
shopping experience.

.694
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